Managing Enterprise Web Applications in a Team Environment
Introduction
When a large team of people are in charge of developing, testing, and deploying an enterprise Web application, there are unique challenges. These challenges do not exist for smaller, Web applications, or those hosted by a third-party internet service provider (ISP). For example, in a large team, developers might have to check application code in and out of source control. A build team might compile and deploy the code from a source control server to a staging server on a regular basis where it will be tested by another team before deploying to a production server. Each deployment might need to be signed and versioned, and the deployment system might need to include functionality to restore an old version of the application. 
This topic describes the challenges that are involved in this type of "big build
" scenario.
Enterprise Application Architecture
In the big build scenario, there might be many developers, builders, and testers who all must work with the same source code. In this kind of environment, the source code might be under a source control system on a dedicated server
. dv_vwdcon_source_control Developers might check out application files on their own computers, make changes, and check the code back in. At designated times, the build team might compile and deploy the code from the source control server to a staging server where the test team will test the application. When test team is satisfied, the code might be propped to a production server. In some cases, the staging server and production server might just be swapped when a new version of the application is ready.
This is not the only possible enterprise Web application scenario, however we will use this scenario to explore the following potential issues that can arise in any scenario.
Application Directory Structure
In a large team environment, is it important to keep Web application files and project or solution files under source control in the same root directory. In some Web development applications, this is not the default. 
For example, when you create a Web site in Microsoft Visual Web Developer 2005, the Web application files (or content files) are placed in a virtual directory whose physical location is under the C:\Inetpub directory, but the project and solution files are placed under the C:\Documents and Settings directory. This is fine for developing small Web applications or when you have a small team of people, but it can cause problems with source control.
When creating a directory structure for an enterprise Web application, use IIS Manager to create a Web site or virtual directory that points to the physical location of your Web application files after you have also created all the project or solution files. In the case of Visual Web Developer 2005, you can create a file system Web site at the physical location of your Web site, then use IIS Manager to create a Web site or virtual directory that points to the physical location
. When all the files are in the same root directory, you can easily add the files to source control. dv_sccvs_add_project_to_source_control
For more information about using IIS Manager, see How to: Configure an ASP.NET 1.0 Application in IIS 6.0f97155a9-c297-4836-b4cb-65de40233224 and How to: Create and Configure Local ASP.NET Web Sites in IIS78a6cc50-0d5c-459b-9d48-154cc947ee7f.
Configuration File Differences
When there are many developers working with Web application source code on their own computers, problems can arise if configuration file settings are only compatible with the production server.
Encrypted Configuration Files
It is a best practice to secure the configuration files in a Web application by encrypting sensitive sections in those files. This is called protected configuration. Encrypting configuration information can improve the security of your application by making it difficult for an attacker to gain access to the sensitive information even if the attacker gains access to your configuration file. However, if protected configuration is used, the RSA encryption key is only compatible with the computer on which the configuration file was encrypted. To enable multiple developers to work on the same application on their own machines, they must import the RSA key containers.
For more information, see Overview of Protected Configurationac7a6e16-c2af-4f16-a92a-80480c502e71 and Importing and Exporting Protected Configuration RSA Key Containersf3022b39-f17f-48c1-b067-025eab0ce8bc.
Connection Strings
If the enterprise Web application uses data access, but the developers or testers are expected to run against a different data source than the data source used on the production server, then the connection strings in the configuration file on the production server will be different than on the other computers. If the configuration file does not have to be kept under source control, or if the configuration file never changes, then the developers and testers can maintain their own individual configuration files. However, if the configuration file must be kept under source control, then the main configuration file can include the configSource attribute of the connectionStringsb6ffbb2e-a4d1-410e-8f7e-9755e92c65de element to link to a secondary configuration file. The secondary configuration file would not be under source control, and could contain different connection strings on each computer. When you use the configSource attribute, you must move the entire connectionStringsb6ffbb2e-a4d1-410e-8f7e-9755e92c65de section to the secondary file because there is no merging of element settings.
For more information, see ASP.NET Configuration Files01505090-9114-41a7-93ca-068e2283ed3d, and see the configSource attribute in General Attributes Inherited by Section Elements46b74975-6e2b-4ec8-ac4a-7b00ab02cad3.
Setting Appropriate Precompile Options
When working in a large team environment, the precompile options of the Web application must be chosen to take the following things into account:
· Do you want to improve the response time for the first page request to your Web site? 
Use compile in place or one of the deployment compilation options.
· Do you want to separate the source code from the user interface (UI) code? 
Use compilation with updatable UI.
· Do you want to remove all source code and UI code from your production server and just have compiled assemblies to hide your implementation? 
Use compilation with non-updatable UI.
· Do you want to be able to update your application by replacing specific assemblies? 
Use compilation with fixed names.
· Do you want to increase the security of your application by using strong-named assemblies? 
Use compilation with signed assemblies.
· Do the assemblies need to be signed? 
Use compilation with signed assemblies.
· Do some of your assemblies need to be placed in the global assembly cache (GAC)? 
Use compilation with signed assemblies.
· Do the assemblies need to be versioned?
Create versioned assemblies using an assembly information file or using the CompilerOptions attribute of the @ Page directive in your .aspx pages.
For more detailed information, see Selecting a Precompilation Model1536ed22-e168-4944-9914-d70b43e75dad which compares each of these options, and see How to: Precompile ASP.NET Web Sites for Deploymenta45410f6-2aea-496c-a169-1e19182ab3bd, How to: Sign Assemblies for Precompiled Web Sitesfee6e4b7-a108-4638-a8f5-8957478dc558, How to: Generate Fixed Names with the ASP.NET Compilation Toolb865ab52-9b36-4e01-b290-98c8cbcaba74, and How to: Create Versioned Assemblies for Precompiled Web Sitesa6252185-2773-4751-8cf9-8fa458dc9eba.
Using Enterprise Application Management Software
To help with the management of large enterprise applications in a team environment, there exist software applications such Visual Studio Team System (VSTS). dv_VSETMasterTOC_VSTS VSTS includes functionality for managing large Web applications in a team environment. dv_VSETeArchTOC_vsts_web VSTS also includes functionality for unit testing and Web testing your enterprise applications. dv_VSETeTestTOC_vsts_testing
If you do not use management software, you can design your own management architecture. For example, you can use MSBuild actions to check files out from source control, run the ASP.NET compiler on them, and deploy them to a server. For more information, see Using MSBuild with the new VS 2005 Web Project System. Additionally, you can create your own build provider. For more information, see Build Providers and Virtual File System Extensibility.
Note   Before creating an MSBuild script or applying management software to your application, you must use the enable partially trusted callers attribute (APTCA) in your precompile options, or when you call the Aspnet_compiler.exe tool. For more information, see How to: Sign Assemblies for Precompiled Web Sitesfee6e4b7-a108-4638-a8f5-8957478dc558.
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